SCOTTISH GOVERNMENT STATISTICIAN GROUP

Maintaining Confidentiality

	
	Aims.

	Information collected or used for statistical purposes by the Scottish Government, including information collected for administrative or management purposes, must maintain respondents’ confidentiality at all times.  It should not be possible to identify an individual or obtain new information about them from published statistics. 
Scottish Government Statisticians maintain confidentiality by:

· protecting the security of our data holdings.

· employing statistical disclosure control methods to protect unsafe data before releasing it into the public domain.  

· having detailed data access and data sharing procedures in place.

Whilst maintaining our obligation to protect confidentiality, we make statistics available in as much detail as is reliable and practicable.  Therefore when protecting data, we endeavour to strike an appropriate balance between maintaining confidentiality and maximising data utility.   





	
	Processes & principles

	· Security and Data Storage
All staff working in the Scottish Government require a pass to access the premises and all visitors must be signed in and accompanied on all sites. There is no public access to any part of the organisation where confidential statistical data may be held.  

The Scottish Government is fully compliant with the security practices related to the British Standard on Information Security Management (BS7799) and its ISO27000/ 17799 series successors.  

We maintain a Government Secure Intranet (GSI) compliant network. No confidential statistical data are held on laptops or any other portable devices without approved access control or kept on unprotected portable storage media.  All transmission of micro-data is conducted within the GSI network or on encrypted e-mail or password protected CDs or memory sticks. 
· Respondent Permissions
Respondents to Scottish Government surveys and censuses and those who provide data through administrative systems are informed of the main intended uses of the information they provide.  Respondents are also made aware that their information may be accessed by other government departments for statistical purposes, where it is appropriate to do so.  Only respondents who have given permission for follow up at the time of the survey are contacted again if required.
· Statistical Disclosure Control
Where data is being considered for public release, statistical disclosure control techniques may be used if required to maintain the confidentiality guarantee.  Wherever possible, these disclosure control methods are consistent over time for each output and especially for all similar outputs from one dataset. This applies not only to methods, per se but also to the variable values, especially geographic values. This reduces the risk of disclosure by differencing and increase the utility of the data for users. 
In order to be open and transparent, published statistics are accompanied by a statement explaining where disclosure control has been applied.  These explanations aim to be suitably comprehensive to inform respondents/users of how the data has been protected but not so detailed that it would be possible to unpick the protection and work back to the original data. 

Similarly, where disclosure control has been applied, users are provided with an indication of its impact on the utility of the data so that they can determine how it will affect their analyses.  In some circumstances, it may be appropriate to discuss the utility of the final output with the user before supplying it, to ensure that the data is fit for purpose.  

· Data Access & Data Sharing
Only authorised staff have access to individual level information, where it is necessary for their work.  Access to confidential data is only be granted when it is to be used for valid statistical or research purposes and the information is not reasonably available elsewhere, unless it is exempt because respondent consent has been given for this level of access.  The level of access granted should be the minimum required, and for the minimum time period necessary to fulfil the stated purposes to process the data from receipt to non-disclosive dissemination. All outputs should be lawful and satisfy Scottish Government disclosure control policies.

Data access or data sharing agreements must be established before allowing named third parties to access confidential information.  These agreements are written documents and must specify the precise data and variables that are being provided and the nature of the analysis for which they will be used.  The use of data access panels is advocated to ensure a fair decision is made regarding the granting of such agreements. The Chief Statistician or his deputy signs off such agreements and has the final say as to whether or not to grant access. 

Every individual who is not a data owner (both internal and external) and has access to data is required to sign a data access agreement and is made aware of their responsibility to use the data appropriately and the implications of failing to do so.  A data access agreement should also be in place if the Scottish Government requires access to data owned by others for a specific project.
Where data owned by others is shared and used by the Scottish Government, which requires longer term access and has a wider scope of use than one specific project, then data sharing agreements should be in place.  These state that data owners’ rules on confidentiality will be upheld but that the usual Scottish Government policies will be applied as a minimum.



	
	Key Roles and Responsibilities

	· Responsibilities

The Chief Statistician has final responsibility for ensuring statisticians within the Scottish government comply fully with the principles and processes embedded within this statement.

Responsibility for the day-to-day implementation of the principles and processes outlined in this statement is vested in the head of each statistics branch. Desktop instructions outlining branch procedures for the above processes and principles should be in place for every dataset held by the branch and branch heads should review these on a regular basis.

· Groups
The Disclosure Control cross-office group is comprised of statisticians from across Scottish Government and acts as a network that provides assistance with disclosure control issues and queries.  This is primarily done via email correspondence. 



	
	Further Details – links to more detailed guidance.

	· Statistician Group – Guidance – Methodology Glossary – Tier 2 (http://www.scotland.gov.uk/Topics/Statistics/About/Methodology/sdc)

· GSS/GSR Disclosure Control Policy for Tables Produced from Surveys and Administrative Data Sources
(http://www.ons.gov.uk/about/who-we-are/our-services/unpublished-data/access-to-ons-data-service/access-arrangements/index.html)

· The first point of contact on any matter connected with data handling or wider information assurance issues should be the Data Handling Team who can be contacted at: DataHandlingTeam@scotland.gsi.gov.uk

	
	Contacts - For queries regarding this policy.

	Directorate
	Strategy and Ministerial Support

	Division
	Office of the Chief Statistician

	Telephone
	0131 244 0566

	Email
	Janette.Purbrick@scotland.gsi.gov.uk



































